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Windows 10 PTP Client Configuration

Since Windows Server 2019 and Windows 10 (v1809), a PTP client is included. A few simple
references to go along with the Microsoft documentation are provided here. The documentation I used
was from:

https://github.com/microsoft/W32Time/tree/master/Precision%20Time%20Protocol/docs

This is just a high level guide to the process.

First step is adding all the Registry Keys required, should look like this:
B Registry Editor — O ot

File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W32Time\TimeProviders\PtpClient

vhdmp ~ | Mame Type Data

vhi ab] (Default) REG_S7 (value not set)

Vid %% Announcelnterval  REG_DWORD 0x0000Dfa0 (4000)
b

;EBTSHID 74| DelayPolllnterval REG_DWORD 0x0000380 (16000)

vmgid ab| DliName REG_EXPAND_SZ Shsystemrootolsystem32\ptpprov.dil
. . 74| Enabled REG_DWORD 000000001 (1)

vmicguestinterface

micheartbeat 74| EnableMulticastRx  REG_DWORD 00000001 (1)

vmickvpexchange 24| InputProvider REG_DWORD C0D0D00O1 (1)

—— v || 25| ptpMasters REG_SZ 192,168.1.22

£ >

Note:”: A quick confirmation of the ptpprov.dll file in the C:\windows\system32 directory confirms that
your system can handle PTP client duties. Disabling the NTP Client and VMIC client in the registry
can be helpful in testing the implementation as well. PTP Inbound Properties x

General Programs and Services Remote Computers
Protocols and Pots  Scope  Advanced  Local Principals ~ Remote Users

The next step is to add a couple of Inbound Firewall Rules to

Protocols and ports

allow the PTP traffic in. Inbound UDP rules on ports 319 and o Protscoltpe: A
320 are required. The firewall can also be disabled as a quick Protoeal nurber i
test if things don't seem to be working. Always re-enable it Localpor: Specfic Pots -
when you are done! 18320
Example: 80, 443, 5000-5010

Bemote port: All Ports ~
Once these couple of things are done, Windows Time needs to oot 50,443, 55005010
be restarted. This can be done in the services list. btemet Cortrol essage Frotocel

{ICMP) settings:

Verification:

Make sure you have a TM2000A generating Multicast PTP
traffic. Wireshark watching traffic on Multicast 224.0.1.129 on
ports 319 and 320 will do this nicely.

Cancel Bpply
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From an Admin command prompt: w32tm /query /configration will confirm if the PTP client is setup.

Administrator: Command Prompt

[TimeProviders]

PtpClient (Local)

DllName: C:\WINDOWS\system32\ptpprov.dll (Local)
Enabled: 1 (Local)

InputProvider: 1 (Local)

t (Local)

: C:\WINDOWS\system32\w3Ztime.dll (Local)
Enabled: @ (Local)
InputProvider: 1 (Local)

NtpServer (Local)

D1lName: C:\WINDOWS‘\system32\w3Z2time.dll (Local)
Enabled: @ (Local)

InputProvider: @ (Local)

VMICTimeProvider (Local)

Dl1lMame: C:\WINDOWS\System32\vmictimeprovider.dll (Local)
Enabled: @ (Local)

InputProvider: 1 (Local)

C:\WINDOWS\system325>

In particular we are looking for any entry that shows the PtpClient section and the correct .dlL

From an Admin command prompt: w32tm /query /status /verbose will show if things are syncing.
Administrator: Command Prompt

C:\WINDOWS\system32>w32tm /query /status /verbose
Leap Indicator: &(noc warning)

Stratum: 3 (secondary reference - syncd by (S)NTP)
Precision: -23 (119.289ns per tick)

Root Delay: @.8881732s

Root Dispersion: ©.8188828s

Referenceld: 8x4D585458 (source IP: 77.808.84.88)
Last Successful Sync Time: 18/28/2019 2:29:54 PM
Source: 192.168.1.22

Poll Interval: 18 (1824s)

Phase Offset: ©.8811447s

ClockRate: ©.8156258s

State Machine: 1 (Hold)

Time Source Flags: @ (None)

Server Role: @ (None)

Last Sync Error: @ (The command completed successfully.)
Time since Last Good Sync Time: @.5217842s

C: \WINDOWS\system32>

Referenceld: 0x4D505450 (source IP: 77.80.84.80) — This indicates Microsoft PTP Provider
Source: 192.168.1.22 — This indicates our specific TM2000A PTP Server

Last Sync Error: 0 (The command completed successfully.) — This indicates your last sync was
successful

Note: October 2021 — We had a customer determine that potentially this will only work with a
Windows 10 Professional license. We have not verified this one way or the other.




